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New Space

Smaller satellites; larger constellations
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New Space

TECH - COMMERCIAL SPACE

The commercial space industry, led by
Elon Musk by Walter Isaacson Elon MuSk,S SpﬂCGX, iS eXpeCted tO

blast off with 41% growth over the next
5 years

BY LOREN GRUSH, TYLER KENDALL AND BLOOMBERG
July 24, 2023 at 11:04 PM GMT+?

The space industry is set to take off over the next decade, find senior partner Ryan

Brukardt, partner Jesse Klempner, and collaborators at the World Economic Forum.
The space market, for example, has grown to approximately $447 billion—up from $280
billion in 2010—and could grow to $1 trillion by 2030. The number of active satellites—
which can handle tasks ranging from tracking data on climate change to processing

credit card transactions—could triple within the next decade.
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New Space a kyberneticka bezpecnost

® New Space vs. Old Space
® Silna navaznost na technologie that Affected Thousands of
® Dynamic¢nost prostredi Modems in Ukraine
® /mena rozlozeni moci

® Je to tema
® Nepriiemné probuzeni skrze utok na KA-SAT

® \/esmir jako posledni doména

Viasat Details KA-SAT Cyberattack

E.U. Blames Russia for Cyberattack on KA-SAT




Regulatorni ramec pro kybernetickou
bezpecnost ve vesmiru

Mezinarodni

pravo verejné Pravo EU Narodni pravo



Institucionalismus

® Pragmatismus (neopragmatismus)
® Navazanost na technologie a dynamicnost prostredi
® Neo-institucionalismus
® March, Olsen
® Normativni institucionalismus
® \Weber, MacCormick
® DiMaggio, Powel,
® |nstitucionalismus a jeho aplikovatelnost na kybernetickou bezpecnost
® Pripadova studie Saudské Arabie



Institutuce

(-

® ESA IEEE SA

® ENISA I

® UN

® PojiStovny a zajiStovny

® Mezinarodni organizace vytvarejici standardy
® Akademicka obec

® \/yzkumné instituce




Pristupy k regulaci



Jaky pristup je lepsi?

Tech-based nebo behaviour-based?



Regulace skrze technologie by neméla byt
podcenovana a méla by byt vyuzivanym
doplnkem pro regulaci skrze chovani.
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Zaveéry

Kyberneticka bezpecnost ve vesmiru je téma se kterym
bychom se meli vyporadat radeji drive nez pozdeji.
Metodologickym pristupem k tvorbé regulace muze byt
institucionalismus.

Na zaklade zvolené metody je mozné predpokladat formu
regulace — soft law vs. hard law.

Regulace skrze technologie by nemela byt podcenovana
a mela by byt vyuzivanym doplnkem pro regulaci skrze
chovani.
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