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CYBER 9/12

STRATEGY
CHALLENGE

Atlantic Council

Vicero lokaci (Washington, London, Geneva, Cynberra, Lille)
Geneva Centre for Security Policy

Virtualni prostredi

Kazdoroc¢ni strategicko-politickad soutéz pro studenty z

celého svéta

Konfrontace fiktivni kybernetické krize zalozené v redlném

prostredi

Ukol? Vytvotit briefing a doporuceni pro politickou

reprezentaci a zabranit eskalaci



FUNGOVANI SOUTEZE

Scénarové cviceni - Table-top
Nérodni kola - CR (?)

Mezinadrodni kolo
Kvalifikace (Dulezitost CySec, co povaZujeme za aktualni vyzvu a sloZeni tymu)
Pisemné kolo - Written Policy Brief, 500 slov
Ustni kolo a decision dokument
Semifinale - 2. ustni kolo (+ decision dokument)

Finale - 3. astni kolo pod dozorem rozhodcich



CSSC 2021

Fiktivni zemé Nistria v EU, pGvodné soucasti kralovstvi Mustelus
Celosvétova pandemie COVID-21, panevropsky medicinsky systém

Kyberincident v jedné z hlavnich nemocnic Nistrie, postupné zpomalovani

systému az kompletni kolaps, protivladni demonstrace
Ekoteroristickd skupina, royalisté, chyba, Utok dalsi strany...

Eskalace: Zpomalovani systému v dalSich nemocnicich, pretékani do

panevropského systému, stavky personalu, eskalace pandemie

Finale: Celkovy kolaps panevropského systému



CSSC 2022

Fiktivni zemé Nistria v AU a sousedni kralovstvi Mustelus, podobnost s RF Cisté ndhodna, Miraba
African Union Directorate of Cyber Security (pan-African CERT)

Velka zavislost na mobilnich platebnich sluzbach a satelitech, hornaté prostredi, téZzba Germania

(polovodic), politické pnuti mezi Nistria a Mustelusem

Postizeni platebniho systému, chybovost transakci, ztraceny kontakt se severem zemé, zasazeni
satelitd

Royalistické tendence, zhorSovani vztahd s Mustelusem i dodavatelem satelitnich sluzeb, spatna
komunikace vlady smérem k lidem

Eskalace: zaval hornik(, rozsifeni incidentu na banky => hrozici pad bankovniho sektoru, fake news



NASTIN RESENI

Holisticky pfistup k feSeni problému

Vyhoda multioborového zaméreni ¢lend tymu
Tézeni z redlnych pripadd

Jasna strategie
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DECISION DOCUMENT

Cybertarians

Geneva Cyber 9/12 Strategy Challenge

TARGETTED ATTACK (PRIMARILY AT NISTRIA)

Political responses

Responses aimed at
political and diplomatic
aspects, international
relations and crisis
management.

v NATO engagement
and help

v Blueprint on
coordinate response
to large-scale
cybersecurity
incidents and crisis

v Reaching out to
Mustelus to fight the
cyberthreats

v Solving the situation
with the leak of
information

Societal responses

Responses with
consequences to
society.

v Avoid the spread of
panic

v Engaging media in
the mitigation

¥ Monitoring the media
and social media

v Inteligence gathering
on social media
accounts

v Engagement of civil
society

v Restrictions on
public gathering

Anna Blechova, Michaela Pruckova, Jakub Vostoupal, Dominik Zachar

Jakub Drmola

Medical responses

Responses aimed at
preserve the continuity
of medical services.

v Triage system

v Clusters of
cooperating medical
services

v Do not shut down
DigiSantEU

v Army involvement —
field hospitals,
transportation of
patients, logistics
etc.

v Involvement of
private practitioners
and clinics

Technological responses

Responses aimed at
data analysis, CIA triad
and redundancy
mechanisms.

v Data analysis —
breach of CIA triad

v Sample testing

v Employment of
redundancy
mechanism

v Private sector
involvement

ALTERNATIVE SCENARIOS

EU as a target

Nistria was exploited as the
newest and weakest link.

Exploited installation error

Faulty installation later used to
infect other systems.



DECISION DOCUMENT
Geneva Cyber 9/12 Strategy Challenge

Legend
O Cyber-mandated operations
e Joint operations with other entities

Immediate responses

Intermediate responses

MUNI

NUKE them Cybertarians!

Escalation responses

Passive policy option O Isolate and clean affected systems

O Stay offline

)
-/

v

O Engage law enforcement

O Disconnect from the satellites e Rescue the miners without cyber e Declare state of emergency
network means
Reactive policy O Re-establish situational awareness in the region O Constantly monitor the situation
option . . . '
P o Involve CERT and Digital Forensics and Incident Response team O Involve pan-African CERT
O Continue to isolate and restore
e Launch StratCom and engage stakeholders compromised systems
e Declare state of emergency e Downgrade military equipment O Apply Diplomatic Toolbox - sanctions
O Isolate and clean affected systems O Pay Miraba with interest-free loan O Coordinate response on the African
o Negotiate back-up satellites from the African Union Union level
e Negotiate interest-free loans and © Launch Bug Bounty program ¢ Deploy cyber units and electronic
distribute cash ® Deploy security forces in the Nalpine warfare preparations
O Request joint deescalation region
communication with Mustelus e Launch CIMIC
® Limit the cash withdrawals
Aggressive policy e Declare state of peril to the country O Apply Diplomatic Toolbox - sanctions e Conduct destructive
option o Isolate affected systems e Hack-back multi-domain operations
® Prepare capacity for offensive e Deploy national guard

measures and electronic warfare

O Ensure OPSEC
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EXERCISE EXERCISE EXERCISE // CONFIDENTIAL

Cyber Incident: Ras Abu Desalination Plant

Where Doha, Qatar

When November 21, 2022

Short-term water supply disruptions inciting brief panic in local
populace

¢ Displays at plant listed names of migrant worker known to have died
Water supply nominal after a few days

Alleged exploits (as assessed by Chinese IRC)

STANDINGPALM - backdoor inserted via update in Yuma software
used at desalination plants, attributed to USG by Chinese IRC
ROCKSHOT — caused malfunction in temperature control sensors

Unassessed based on current reporting, uncertainties and
intelligence gaps

Chinese IRC attributed STANDINGPALM to USG

Private researcher attributed ROCKSHOT to UAE

Currently multiple critical uncertainties and intelligence gaps;
Assessment reliance on uncorroborated third-party c_Ia-ir_ns and analysis;

STANDINGPALM and ROCKSHOT not definitively known to

originate from same threat source or to operate as package

Reactions of Chinese role

allies in Qatar Other actors

Risks to CNI

Decrease
uncertainty,
know the risks

Demonstrate U.S.
as a responsible
cyber actor

Prepare EEEI

NSC Strategic Objectives

Limit China’s
ability to exploit
situation

GUSCYBERCOM and CIA to conduct\

internal review of cyber
operations to understand origin of
STANDINGPALM and extent of any
possible USG utilization of it

By December 11

2.DNI to analyze and assess
perpetrator of Ras Abu Fontas
cyber incident and origin of
ROCKSHOT malware and to
develop options for public
attribution based on level of
confidence and classification of
supporting intelligence

By December 14

GCISA and EPA, with support from\

relevant private sector
coordinating councils, to conduct
domestic vulnerability assessment
of Yuma software and specific ICS
exploits and, where relevant,
provide prioritized remediation
strategy — to be supported by
general information campaign,
promoted by EPA (e.g. “desalinate
the network”)

By end December

Reassure
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GWith FBl in lead via UAE LEGAT \

5.USG to use non-public classified

relationships, CISA to publicly offer
technical support to Qatar to
collect technical evidence and
assist with remediation, while
simultaneously requesting
Fenghuang Labs to publicly share
evidence used for analysis

By December 15

military and diplomatic channels
to reassure FVEY and NATO allies
regarding its alleged involvement
in incident and will share
information when available

Ongoing

10 DECEMBER 2022

IRC - Internet Research Company  CNI - Critical National Infrastructure LEGAT - Legal Attaché

EXERCISE EXERCISE EXERCISE // CONFIDENTIAL




TO: National Security Council

% HARVARD Kennedy School

JOHNF. KENNEDYSCHOOLOFGOVERNMENT

FROM: Ghost in the Shellcode [W. DeSombre, M. Lee, E. Plankey, B. Saunders]
RE: Policy Options — Downstream Effects from Cyber Attack on Qatari Water Treatment Facility

EXECUTIVE SUMMARY: A cyber attack on a Qatari water treatment plant through compromising Yuma
software led to minor disruptions and mass panic during the 2022 World Cup in Doha. This compromise may
impact U.S. industrial control systems. A Chinese firm attributed the attack to the United States without
sharing evidence. This increased U.S. diplomatic tensions with France and Qatar.

PRIMARY ASSESSMENTS:

Short-term Diplomatic Tensions

[Severity: High | Likelihood: High]

0 Wedonot have U.S. intelligence confirming Chinese analysis. Tensions with France and Qatar
can increase risks to the Qatar USCENTCOM air base / U.S.-French counter cybercrime partnership.

Long-term ICS Cyber Defense

[Severity:

| Likelihood:

0 Wedonot know how many U.S.-based desalination / water treatment plants use Yuma software.
If U.S. infrastructure is compromised, mass panic will likely also play a role.

RECOMMENDATION: COA2 - Aid and Attribution Diplomacy
COAZ2 provides solutions for domestic resiliency, concrete steps to engage France and Qatar, and mitigates

diplomatic spillover of allegations against the U.S.

POLICY OPTIONS

COA1-BASELINE A2 - RECOMMENDED COA3-AGGRESSIVE
Full Transparency Aid & Attribution Diplomacy Prepare Defenses
0 CISA, USCERT, and COA1 and: COAZ2 and:

Water | SAC identify U.S.
vulnerabilities.

0 FBI/NCIJTF publicly offer
to support Qatar.

0 State issues advisory on the
World Cup.

[ State issues a statement on
protecting world cultural
events.

0 State & FBI jointly state that USG
is using all available sources to
investigate.

0 USIC conducts private attribution
of actors.

0 FBI reaches out to OCLCTIC to
assist investigation, engages U.S.
private sector partners.

0 USAID offers to ship bottled water
stockpiles to regions not connected
to Qatari reserves.

0 Public denouncement of
U.S. attribution by U.S.
Press Secretary.

0 DOD notifies Al Udeid Air
Base to be on alert for
retaliatory, anti-U.S.
protests.

0 DOD offers to send an
aircraft carrier to purify
water in the Persian Gulf.

I Shows U.S. support on
finding true perpetrators,
proactively protects U.S.
¢ Does not address U.S.
attribution, limited
engagement with private
sector.

[ Smooths tensions with France and
Qatar.

¢ Increases potential tensions with
the Chinese government.

I Ensures safety of USPERs
in Qatar, preempts criticism of
insufficient response.

> Risks perception of acting
disproportionately and
antagonizes China, Qatar, and
Iran.
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LESSONS LEARNED

Prace s nejistotou

Nuke them je relevantni moznost reseni, prestoze se muze zdat absurdni
Je dulezité, jaka slova a rétoriku pouzivame

Na poroté zalezi, co se libi jedné, nastve druhou

Time management (je dobré pocitat s moznosti, ze tym postoupi)
Delegace ukolt

Dulezitost kouce a jeho zkusenosti

Je treba dobré zazemi






